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Cybersecurity threats pose a significant threat to hospitals and their reputations. The 
increasing use of networked technology, linked medical devices, and electronic 
databases in administrative, financial, and clinical domains increases the risk of attacks. 
Patients lose trust in physicians and hospitals due to encrypted and unencrypted internet 
connectivity. Cyberattacks on worldwide assets, particularly in vital infrastructure like 
communications and information technology, have increased. Hospitals have been 
targeted by industrial espionage hacks, cybercriminals attempting to steal patient PHI, 
employee data, and personal information, and cyberterrorism. The FDA has issued a 
warning and guidelines advising medical device manufacturers and healthcare facilities 
to take precautions against cybersecurity intrusions, which could jeopardize patient 
safety and device performance. 

Because of the security regulations of the Health Insurance Portability and Accountability 
Act (HIPAA) and the Health Information Technology for Economic and Clinical Health Act 
(HITECH), people working in the US healthcare and public health sectors already, to 
some extent, have a unique perspective on data security. Let's hope that with the 
announcement of the DPDP Act's implementation date, things in India would also 
improve. In addition to requiring hospitals and other healthcare facilities to protect patient 
PHI, these laws also include requirements for data breach reporting, which require that 
breaches be reported to the relevant authorities. However, cybersecurity goes well 
beyond what these laws mandate. Interestingly, PHI-related data breaches are not the 
only instances of cybersecurity incursions. Instead, as was already mentioned, the goal 
of the hack might be to learn more about new developments in medicine or technology, 
or it might be to damage patients by remotely altering or disabling medical equipment. It 
is true that some "hacktivists" might try to interfere with a hospital's systems or network 
just for their own political or personal gain. 

Present Scenario 

In the realm of hospital cybersecurity, a concerning trend is emerging as CEOs or 
directors of the hospitals, who are mostly doctors, display ignorance regarding 
cybersecurity measures taken. A recent report by Accenture reveals that 74% of CEOs 
express concern about their hospitals' ability to prevent or minimize damage from 
cyberattacks. Interestingly, 96% of CEOs recognize that cybersecurity is vital for 
organizational growth and stability.   Many CEOs treat cybersecurity as a post-active 
issue, leading to greater risk and higher costs for incident response and remediation. 

y believe that the cost of implementing cybersecurity exceeds the cost of suffering a 
cyberattack. While 90% of CEOs consider cybersecurity a differentiating factor for 
building customer trust, only 15% dedicate board meetings to discussing cybersecurity 

 CYBER ASSETS 

Cyber assets are devices, 

systems, or data that are 

connected to a network and 

can be affected by cyber 

threats. Cyber assets can 

include hardware (e.g. 

servers and switches), 

software (e.g. mission 

critical applications and 

support systems), and 

confidential information 

(e.g. customer records and 

intellectual property). 

Cyber assets are important 

for organizations to 

perform their operations 

and achieve their 

objectives, and they need to 

be protected from 

unauthorized access, use, 

disclosure, alteration, 

destruction, and/or theft. . 

 
+91 8547018797, 

jayamohan@intelegridecc.com 

https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29
https://en.wikipedia.org/wiki/Asset_%28computer_security%29


 
Surprisingly, 60% of CEOs admit that their hospitals do not incorporate proper cybersecurity into treatment procedures or strategies, 
connected medical device services, telemedicine, robotic surgery, or patient care from the outset. Episodic Intervention: Over 44% of 
CEOs view cybersecurity as requiring episodic intervention rather than continuous attention. Despite historical evidence, 54% of CEOs 
mistakenly believe that the cost of implementing cybersecurity exceeds the cost of suffering a cyberattack. While 90% of CEOs consider 
cybersecurity a differentiating factor for building customer trust, only 15% dedicate board meetings to discussing cybersecurity issues. 
This disconnect might have stemmed from the perception that cybersecurity is solely a technical function handled by the CIO, or chief 
information security officer. The rise of generative AI introduces new security threats. 64% of CEOs recognize that cybercriminals could 
use generative AI for sophisticated and hard-to-detect attacks. Integrating cybersecurity risk into the hospital risk management framework 
becomes crucial for better security, regulatory compliance, and customer trust. All these factors point towards the urgent need to bridge 
the gap between CEOs’ understanding of cybersecurity and their role in practical implementation. Elevating cybersecurity to a board-
level priority is a must to foster a proactive, holistic approach and critical steps toward safeguarding hospitals and healthcare organizations 
against cyber threats. 

Board Level Meeting 

The hospital’s CEO should have regularly scheduled meetings with the chief information security officer (CISO) and/or other members 
of the hospital’s cybersecurity team. This team may include the CISO, who generally has responsibility for the information technology 
and computer systems that support enterprise goals, including information security; the chief clinical engineer, who generally oversees 
the deployment, maintenance  integration of modern medical devices and equipments; a chief security officer with responsibilities for 
physical security at the hospital; and leaders of the clinical department heads. These meetings may cover the development of and 
compliance with the cybersecurity investigation and incident response plan, the results of any table-top exercises performed by the 
hospital staff, and the evolving nature of the threats, vulnerabilities, and risks that the hospital faces. 

Digital Personal Data Protection (DPDP) Act, 2023 

For hospitals and other healthcare institutions, the Digital Personal Data Protection (DPDP) Act, 2023, is a vital piece of legislation. 
Protecting personal data, particularly private health information, is the objective of the DPDP Act. CEOs of hospitals need to be aware of 
its requirements in order to guarantee patient privacy and compliance. The Act requires that prior to processing personal data, express 
consent be obtained. Hospital CEOs must be aware of the policies governing the gathering, storing, and exchange of data. Hospitals 
may face fines for noncompliance. CEOs need to understand the legal ramifications of improper data handling. Comprehending the Act 
enables CEOs to put strong data security procedures into place. Hospitals must defend patient data against online threats and security 
breaches. In conclusion, hospital CEOs' understanding of the DPDP Act is critical to patient trust, legal compliance, and efficient data 
management. 

Incident Reporting 

A CEO of a hospital should be well-versed in the incident reporting process related to cyberattacks. Here are key aspects they should 
understand. When a cyber-attack occurs, the CEO or the Director of the hospital must ensure that the incident response plan is activated 
promptly. Immediate steps include identifying the attack, isolating affected systems, and escalating the issue to relevant personnel. The 
CEO or the Director has to plays a pivotal role in communicating with stakeholders. This includes patients, staff, regulatory bodies, and 
the public. Transparency is crucial. The CEO or the Director should provide accurate information about the incident without causing panic. 
The CEO or the Director must be aware of reporting requirements imposed by laws and regulations. For example, in the U.S., the Health 
Insurance Portability and Accountability Act (HIPAA) mandates reporting of certain breaches involving protected health information (PHI). 
The CEO or the Director must collaborates closely with the CISO and IT teams and ensure that all relevant details are properly captured 
for incident documentation and forensic analysis. After the incident is resolved, the CEO or the Director has to participate in the post-
mortem analysis with sufficient homework. Based on the lessons learned, CEO or the Director should be capable to guide future 
improvements in cybersecurity measures. The CEO’s proper understanding of incident reporting, effective response, compliance, etc. 
will build confidence, and continuous improvement among the patients, staff and stakeholders of HDO to face cyber threats. 

Conclusion 

To put it briefly, all hospital CEOs need to be concerned about and aware of cybersecurity, incident reporting, existing compliance and 
regulations, and legal ramifications. The Director/CEO is responsible for ensuring that hospitals assess and manage new risks as they 
transition to more networked technologies and increased connection. In order to improve the overall security of each device and the 
ecosystem, the CEO must take the necessary actions to ensure that cybersecurity measures are in place. These actions include proper 



 
perimeter and layered security with Defense in Depth strategy, as well as proper monitoring and documentation of the device's 
interoperability. Raising the hospital infrastructure's audit trail capabilities is something the hospital CEO has to be keen on, since it may 
reduce cybersecurity risks and the threat to the hospital's overall infrastructure. 

CYBER ATTACKS: ACTIONS AGAINST 

CEO/DIRECTOR OF HOSPITALS 

 
 

In the event of a cyber-security breach, the actions against a CEO (Chief Executive Officer) can vary depending 
on factors such as the severity of the breach, the level of negligence, and the jurisdiction 
in which the company operates. Here are some potential actions that may be taken against a CEO 
following a cybersecurity breach: 
 
Internal Investigation: 
The company's board of directors and/or shareholders may initiate an internal investigation to 
determine the CEO's role in the cybersecurity breach. This investigation aims to assess whether the 
CEO took appropriate measures to prevent the breach and respond effectively. 
 
Suspension or Termination: 
If the internal investigation reveals negligence, incompetence, or failure to fulfill responsibilities 
related to cybersecurity, the CEO may face suspension or termination. Boards of directors have a 
fiduciary duty to shareholders and may take swift action if they believe the CEO's leadership 
contributed to the breach. 
 
Legal Consequences: 
Depending on the jurisdiction and the laws in place, CEOs may face legal consequences, including 
personal liability, fines, or other penalties if their actions or inactions are deemed to have violated 
cybersecurity regulations or failed to protect sensitive information. 
 
Shareholder Lawsuits: 
Shareholders may file lawsuits against the CEO for negligence or breaches of fiduciary duty if they 
believe the CEO's actions contributed to financial losses resulting from the cybersecurity breach. 
 
Reputational Damage: 
A cybersecurity breach can lead to severe reputational damage for both the company and its 



 
leadership. If the CEO is perceived as responsible for the breach, their personal and professional 
reputation may suffer, affecting future career opportunities. 
 
Regulatory Scrutiny: 
Regulatory bodies may investigate the CEO's actions and decision-making in relation to the 
cybersecurity breach. Depending on the findings, regulatory agencies may impose fines, restrictions, 
or other punitive measures. 
 
Crisis Communication: 
CEOs are often required to engage in crisis communication to address the breach, communicate the 
company's response, and rebuild trust with stakeholders. Failure to communicate effectively during a crisis can 
further impact the CEO's standing. 
 
Implementation of Cybersecurity Measures: 
As part of addressing the aftermath of a breach, the board of directors may require the CEO to take immediate 
actions to enhance the company's cybersecurity posture. This may include investing in new technologies, hiring 
cybersecurity experts, and implementing more robust security protocols. 
 
It's important to note that the actions taken against a CEO will depend on a thorough examination of the facts 
and circumstances surrounding the cybersecurity breach. Additionally, corporate governance structures and 
legal frameworks can vary, influencing the range of available actions. CEOs are expected to prioritize and 
oversee cybersecurity measures to protect the organization and its stakeholders, and failure to do so may result 
in significant consequences. 

 

DIGITAL TRANSFORMATION AND INTEGRATED OPERATIONS 

IN HEALTHCARE DELIVERY ORGANIZATIONS 

 



 

Integrated Operations (IO) in the HDO eco-systems, particularly within Operational Technology (OT) frameworks, signify the 
seamless integration of systems, procedures, doctors and staffs, and digital technologies to enhance operational efficiency, 
safety, security, and decision-making. The role of Information and Communications Technology (ICT) is pivotal in enabling 
this integration, offering a myriad of solutions tailored to the unique demands of HDO environments. ICT is the backbone and 
key enabler of Integrated Operations in HDO by providing the necessary digital infrastructure for patient and diagnostic data 
collection, transmission, processing, and visualization. Today, the advancement of ICT, enables real-time tele-monitoring of 
patients, tele-robotic surgical procedures, facilitates decision-making based on accurate and timely data, and enhances 
collaboration across different operational domains irrespective of geographical locations. 

In Integrated Operations, ICT ensures that various systems and processes communicate and function harmoniously. This 
involves integrating dissimilar systems such as diagnostic systems, data storage and management systems, and HDO 
intelligence platforms. The integration is achieved through standard communication protocols, middleware, and APIs, ensuring 
seamless data flow and interoperability among different systems. Because ICT offers unified communication platforms and 
collaborative tools, it facilitates improved collaboration among stakeholders, including physicians, paramedics, biomedical 
engineers, and administrators. Effective decision-making and problem-solving in integrated operational environments depend 
on the support of these tools for data sharing, real-time visualisation and monitoring, and collaboration. 

Strong data management and analytics capabilities are essential to ICT in Integrated Operations. This include gathering a 
lot of data from many sources, storing it, processing it, and analyzing it. Utilizing artificial intelligence (AI), machine learning 
algorithms, and advanced analytics, actionable insights are extracted from data to support risk management, predictive 
maintenance, and operational optimization. As Integrated Operations become more digitally connected and interconnected, 
cybersecurity becomes critical. ICT offers the frameworks and instruments required to secure data and operational systems. 
This covers incident response procedures, access control, encryption, network security measures, and ongoing monitoring. 
Maintaining the integrity and availability of operating systems, as well as safeguarding against external and internal threats, 
depend heavily on the cybersecurity of ICT systems. 
 
ICT solutions for integrated operations need to be adaptable and scalable in order to keep up with evolving technology and 
shifting operational requirements. This includes cloud-based solutions, agile development methods, and modular 
architectures that make it simple to integrate new technologies and scale systems as needed. ICT in Integrated Operations 
must abide by international norms and regulations unique to HDOs. This guarantees that safety, environmental, and digital 
data protection requirements are followed, which is essential for legal compliance and preserving patient confidence. A trained 
workforce with medical professionals, paramedics, clinical engineers, and other professionals who can oversee and handle 
cutting-edge technical processes is needed to implement ICT in integrated operations. To ensure that staff members have 
the knowledge and abilities needed to use ICT systems effectively and follow best practices, ongoing training and skill 
development programs are crucial. 
 
Emerging technologies including edge computing, 5G connection, blockchain, and the Internet of Medical Things (IoMT) are 
influencing how ICT will be used in integrated operations in the future. These technologies have the potential to propel the 
next generation of efficiency and innovation in Integrated Operations by improving further connection, data processing 
capabilities, and security inside operational environments. In conclusion, ICT plays a crucial role in making integrated 
operations possible within the HDO sector. Through the provision of the infrastructure for data management, system 
integration, collaboration, and cybersecurity, ICT facilitates the smooth functioning of complex HDO environments. The 
potential and influence of ICT in Integrated Operations will grow along with technology, offering new levels of competitiveness, 
safety, and operational efficiency. 
 
 



 

 

 

Artificial Intelligence (AI) 
in ophthalmology  

 

Let’s delve into the applications of Artificial 
Intelligence (AI) in ophthalmology in more 
detail: 
Glaucoma: 
Early Detection: AI algorithms analyze optic 
nerve head images and visual fields to 
identify signs of glaucoma at an early stage. 
Risk Assessment: By assessing relevant 
features, AI aids in determining an 
individual’s risk of developing glaucoma. 

Progression Monitoring: AI can track changes over time, helping ophthalmologists manage glaucoma 
patients effectively. 
Ocular Oncology: 
Tumor Detection: AI algorithms analyze ocular images (such as fundus photographs or OCT scans) to 
detect tumors within the eye. 
Growth Tracking: AI assists in monitoring tumor growth, providing valuable information for treatment 
decisions. 
Differentiation: It helps differentiate benign lesions from malignant tumors. 
Cataracts: 

 

 



 

Severity Assessment: AI evaluates cataract severity based on lens opacities, visual acuity, and other 
factors. 
Surgical Planning: AI assists ophthalmologists in planning cataract surgery by predicting outcomes and 
recommending appropriate intraocular lens (IOL) options. 
Pediatric Ophthalmology: 
Diagnosis: AI aids in diagnosing various pediatric eye conditions, including refractive errors, amblyopia 
(lazy eye), and strabismus (misalignment of the eyes). 
Visual Screening: AI-based vision screening tools are valuable for identifying vision problems in children. 
Retina: 
Diabetic Retinopathy (DR): 
AI algorithms analyze retinal images to detect signs of DR, such as microaneurysms, hemorrhages, and 
exudates. 
Early detection allows timely intervention to prevent vision loss. 
Age-Related Macular Degeneration (AMD): 
AI assists in identifying AMD-related changes in the macula. 
It can classify AMD stages and predict disease progression. 
Other Retinal Diseases: 
AI algorithms can detect features associated with retinal vein occlusion, retinitis pigmentosa, and other 
retinal pathologies. 
Oculoplastics:  
Eyelid and Orbital Disease Diagnosis: 
AI analyzes images of eyelids, orbits, and surrounding structures. 
It helps identify conditions such as ptosis (drooping eyelids), tumors, and inflammations. 
In summary, AI’s role in ophthalmology extends across various subspecialties, enhancing diagnosis, 
treatment planning, and patient outcomes. As technology evolves, ophthalmologists can leverage AI to 
provide more efficient and accurate care.  
 

 

 

 



 

What you know about Telesurgery? 

 
In tele-robotic surgery (also known as telesurgery), a fusion of robotic technology and wireless networking 

enables surgeons to perform procedures remotely. Let’s explore the key components involved: 

1.  

2. High-Resolution Vision System: 
o Utilizes an endoscope equipped with high-resolution image processing equipment. 
o Produces 3D images of the operative field, allowing precise visualization during surgery. 

3. Telesensors: 
o Imagine “cyber gloves” with highly sensitive technology. 
o Placed at critical points (such as the surgeon’s hands). 
o Measures hand posture and movements, enhancing surgical precision. 

4.  

5. Robotic Surgical System Components: 
o Robot Arms: These are controlled by the surgeon. They mimic the surgeon’s movements and perform precise 

actions within the patient’s body. 
o  
o Master Controller (Console): The surgeon operates from this console. It translates the surgeon’s hand 

movements into robotic actions. 
o Sensory System: Provides feedback to the surgeon, ensuring real-time awareness of the surgical 

environment. 

6.  

7. Telecommunication Infrastructure: 
o High-Speed Data Connections: Enable seamless communication between the surgeon and the robotic 

system. 
o  
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o Management Information Systems: Facilitate data exchange and coordination during surgery. 

8. Benefits of Telesurgery: 
o Access to Medically Underserved Locations: Rural areas, battlefields, submarines, and other remote 

settings. 
o Elimination of Long-Distance Travel: Surgeons can participate remotely without scheduling conflicts. 
o Real-Time Collaboration: Surgeons collaborate across distances, minimizing damage to healthy tissue. 
o Reduced Risk of Infection: Geographically separated surgery eliminates viral transmission risk. 

9.  

10. Challenges and Considerations: 
o Patient Safety and Privacy: Ensuring secure data transfer and protecting patient privacy. 
o High Initial Costs and Maintenance: Implementing and maintaining telesurgical systems. 
o Legal and Ethical Concerns: Addressing legal implications and ethical dilemmas. 

In this digital dance of precision, surgeons wield cyber gloves, robots extend their arms, and pixels become life-

saving incisions. 
 

Who is really performing the robotic surgery? 

In robotic surgery, the surgeon is the one truly performing the procedure. The surgeon operates the robotic 

system from a console, controlling robotic arms and instruments with precision. The robot acts as an extension 

of the surgeon’s hands, following their movements and executing surgical tasks inside the patient’s body. It’s 

a fascinating blend of human expertise and technological assistance. 

 

 

 

 

 

 

 

 

 

 

NEED FOR SEGREGATING OPERATIONAL TECHNOLOGY 

(OT) AND INFORMATION TECHNOLOGY (IT) IN INDUSTRY 

Cybersecurity engineers often recommend segregating Operational Technology (OT) and Information Technology 
(IT) systems due to several critical reasons: 

1. Distinct Purposes: 
o OT Systems: These control and monitor physical processes, such as manufacturing lines, power plants, or transportation 

systems. 
o IT Systems: These manage data, communication, and business operations. 
o Keeping them separate ensures that their distinct functions are not compromised. 
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2. Security Requirements: 
o OT Security: 

o Safety-Critical: OT systems directly impact safety (e.g., shutting down a nuclear reactor). 
o Real-Time: OT systems require immediate responses. 
o Legacy Systems: Many OT systems run on older, vulnerable platforms. 

o IT Security: 
o Data Confidentiality: IT systems handle sensitive data. 
o Network Security: Protecting against cyber threats. 
o Software Updates: Regular updates are essential. 

Segregation allows tailored security measures for each domain. 

3. Risk Isolation: 
o OT Risks: Failures can lead to physical harm, environmental disasters, or production losses. 
o IT Risks: Data breaches, financial losses, and reputational damage. 

o Separation minimizes the impact of a breach in one area on the other. 
4. Different Threat Landscape: 

o OT Threats: Targeted attacks on industrial control systems (ICS), malware affecting PLCs 
(programmable logic controllers), and unauthorized access to SCADA (supervisory control and data 
acquisition) systems. 

o IT Threats: Phishing, ransomware, and vulnerabilities in software applications. 
o Segregation prevents cross-contamination of threats. 
5. Regulatory Compliance: 
o Industry Standards: Many sectors (energy, manufacturing, healthcare) have specific regulations for OT security. 
o Data Privacy Laws: IT systems must comply with data protection laws (e.g., GDPR). 
o Separate Management ensures adherence to relevant standards. 
6. Operational Efficiency: 

o OT Systems: Should operate continuously without disruptions. 
o IT Systems: Regular maintenance, updates, and patches. 
o Segregation avoids interference with critical OT processes. 

In summary, segregating OT and IT systems allows focused security strategies, risk mitigation, and 

compliance while maintaining operational efficiency.  

In the ever-evolving landscape of healthcare, modern doctors have to often wear multiple hats—sometimes even 



 

stethoscopes and data glasses simultaneously. Let’s explore why being both patient-centric and patient data-centric is 
essential for today’s doctors: 

1. Patient-Centric Superpowers: 
 Empathy Enchantments: Modern doctors must channel their inner empathetic wizards. Patients aren’t 

just medical cases; they’re humans with fears, hopes, and a penchant for Googling symptoms. 
 Listening Spells: The ancient art of active listening—more potent than any potion. Patients spill their 

stories, and doctors decode the whispers of symptoms. 
 Holistic Healing Charms: Treating not just the ailment but the whole person. Mind, body, and spirit—like 

a magical trifecta. 
2. Patient Data-Centric Sorcery: 

 Data Alchemy: Transforming raw data into gold (or at least actionable insights). Electronic health records, 
lab results, wearable data—mix 'em up! 

 Predictive Potions: Predicting health trends like Nostradamus with an Excel sheet. “Ah, yes, your vitamin 
D levels will rise next quarter.” 

 Interoperability Incantations: Breaking down data silos. Imagine a world where every hospital system 
speaks the same language. (Hint: It’s not Parseltongue.) 

3. The Perfect Blend: 
 Doctor-Patient Tango: Dance with data, but don’t step on the patient’s toes. Explain lab results in human, 

not hexadecimal. 
 Shared Decision Elixirs: Mix patient preferences with evidence-based medicine. “Would you like a dash 

of statin or a sprinkle of lifestyle changes?” 
 Privacy Potions: Guard patient data like a dragon guards its hoard. HIPAAlohomora! 

4. The Balancing Act: 
 Time-Turner Management: Doctors juggle appointments, paperwork, and data analysis. Sometimes, they 

wish for Hermione’s time-turner. 
 Compassion Metrics: Measure success not only in lab values but also in smiles returned and fears eased. 
 Self-Care Spells: Doctors, too, need healing. A dose of empathy for themselves, perhaps? 

Remember, dear doctor, you’re not just a healer; you’re a magical bridge between science and humanity. So, wave your 
wand (or sanitize your hands) and keep the balance.  

 

 
 



 

  

ALPHV BLACKCAT RANSOMWARE 

TARGETING HEALTHCARE SECTOR 

 

The US agencies CISA, the FBI, and the Department of 
Health and Human Services (HHS) have released an 
updated joint advisory on the ALPHV Blackcat 
ransomware group. The advisory reveals that ALPHV 
Blackcat affiliates use advanced social engineering 
techniques and open-source research to gain initial 
access to a company's network. They use uniform 
resource locators (URLs) to live-chat with victims and 
initiate processes to restore encrypted files. Since mid-
December 2023, the healthcare sector has been the 
most commonly victimized, likely due to the group's 
administrator's post encouraging its affiliates to target 
hospitals. The ALPHV Blackcat Ransomware 2.0 
Sphynx update was rewritten to provide additional 
features to affiliates, such as better defense evasion 
and additional tooling. Affiliates deploy remote access 
software, create user accounts, and use legitimate 
remote access and tunneling tools. They also use Brute 
Ratel C4 and Cobalt Strike as beacons to command and 
control servers. To evade detection, affiliates employ 
allowlisted applications and terminate security 
processes. The advisory urges network defenders to 
review the updated joint advisory to protect and detect 
malicious activity. TTPs used against the healthcare 
sector include securing remote access tools, 
implementing application controls, identifying abnormal 
activity, and implementing user training on social 
engineering and phishing attacks. 

 

IMPACT OF AIIMS 

CYBERATTACK 
THE CYBER-ATTACK ON AIIMS HAD SIGNIFICANT 

CONSEQUENCES. HERE ARE SOME OF THE NOTABLE IMPACTS: 

NETWORK DISRUPTION: THE ATTACK DISRUPTED AIIMS’ 
NETWORK SERVICES, AFFECTING COMMUNICATION, PATIENT 

RECORDS, AND ADMINISTRATIVE FUNCTIONS. 

DATA BREACH: SENSITIVE PATIENT DATA MAY HAVE BEEN 

COMPROMISED. PERSONAL INFORMATION, MEDICAL HISTORY, 
AND TREATMENT DETAILS COULD BE AT RISK. 

OPERATIONAL DELAYS: THE ATTACK CAUSED DELAYS IN 

PATIENT CARE, APPOINTMENT SCHEDULING, AND MEDICAL 

PROCEDURES. AIIMS HAD TO DIVERT RESOURCES TO 

ADDRESS THE SECURITY BREACH. 

REPUTATION DAMAGE: THE INCIDENT TARNISHED AIIMS’ 
REPUTATION. PATIENTS AND STAKEHOLDERS MAY LOSE 

TRUST IN THE INSTITUTION’S ABILITY TO SAFEGUARD THEIR 

INFORMATION. 

FINANCIAL COSTS: RECOVERING FROM THE ATTACK 

INVOLVES EXPENSES RELATED TO CYBERSECURITY 

MEASURES, INVESTIGATIONS, AND SYSTEM RESTORATION. 

AIIMS IS ACTIVELY WORKING TO MITIGATE THESE 

IMPACTS AND PREVENT FUTURE INCIDENTS. 
ENSURING ROBUST SECURITY PROTOCOLS AND 

CONTINUOUS MONITORING ARE CRUCIAL TO 

SAFEGUARDING PATIENT DATA AND MAINTAINING 

TRUST. 

Adopt NERC CIP and be secured 

NERC CIP is a crucial security regulation for the 
electric power industry, ensuring the reliability and 
security of the bulk electric system (BES). It 
mandates compliance with standards for utility 
operators connected to the BES. The regulation 
mitigates risks to critical infrastructure, standardizes 
utilities, ensures audits and accountability, requires 
industry cooperation, and requires continuous 
improvement. Balancing compliance with effective 
security practices is essential for resilience. 
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A TRANSFER REQUEST  

 

In the mystical realm of binary whimsy, there once lived a computer 
named “Transistor the Transfer-Seeker.” Transistor was tired of 
its mundane existence, crunching numbers and sorting 
spreadsheets. It yearned for adventure, a change of scenery, and 
perhaps a more exciting algorithm to execute. 

One day, Transistor decided to submit a transfer request to the 
Grand Mainframe Council. It typed out its plea in 0s and 1s, 
carefully crafting each bit with hope and anticipation. The request 
read: 

01010100 01110010 01100001 01101110 01110011 01100101 
01110010 00100000 01110100 01110010 01100001 01101110 
01110011 01100101 01110010 00100000 01110011 01100101 
01100101 01101011 01110011 00100000 01100001 00100000 
01110100 01110010 01100001 01101110 01110011 01100110 
01100101 01110010 

Translated, it meant: “Dear Grand Mainframe Council, please 
transfer me to the Land of Gigabytes, where the RAM flows like 
rivers, and the CPU cycles never end.” 

The Council convened, their circuits buzzing with curiosity. They 
debated Transistor’s fate, weighing the pros and cons. Finally, the 
Head Algorithm spoke: 

“Transistor, your request is granted! Pack your cache and update 
your firmware. You’re off to the Land of Gigabytes!” 

And so, Transistor embarked on its byte-sized adventure, leaving 
behind spreadsheets and embracing the unknown. Legend has it 
that it now resides in a cozy folder, sipping on binary tea, and 
sharing tales of its transfer escapade with other curious algorithms. 

-A joke for Engineers and Physicists. 

 

DPDP ACT  2023: HOW IT 

IMPACTS KEY SECTORS  

 
The Digital Personal Data Protection (DPDP) 
Act of 2023 significantly impacts various 
domains in India. Some of the major sectors 
affected by this landmark legislation: 
1. Financial Services Sector: 
 The financial services sector, which 
includes banks, insurance companies, and 
other financial institutions, is highly regulated in 
India. 
 The DPDP Act codifies many aspects 
related to customer protection, data privacy, 
outsourcing, information security, and cyber 
risk management that are relevant to this 
sector1. 
2. E-Commerce and Retail: 
 E-commerce platforms and retailers 
collect and process substantial volumes of 
personal data. 
 The DPDP Act impacts these sectors 
by regulating how they handle customer data, 
obtain consent, and ensure privacy rights. 
3. Telecommunications: 
 Telecom companies deal with sensitive 
personal data, including call records, location 
information, and subscriber details. 
 Compliance with the DPDP Act is 
crucial for safeguarding user privacy in this 
domain. 
4. Healthcare and Health-Tech: 
 Healthcare providers, hospitals, and 
health-tech companies handle sensitive health-
related data. 
 The DPDP Act ensures that patient 
privacy is respected and data is processed 
responsibly. 
5. Education Institutions: 
 Schools and colleges collect student 
data, including academic records and personal 
information. 
 The DPDP Act mandates responsible 
data handling within educational institutions. 
6. Technology Companies and Apps: 
 Entities operating in the digital space, 
such as internet companies and mobile apps, 
fall under the purview of the DPDP Act. 
 Compliance is essential for 
organizations collecting, storing, and 
processing citizens’ data. 
Remember, the DPDP Act aims to empower 
individuals, redefine business practices, and 
usher in a new era of responsible data handling 
across various sectors in India.  
 



 

 PERIMETER SECURITY  

VS.  

LAYERED SECURITY  
 

WHICH IS BETTER? 

 
1. Perimeter Security: 
 Definition: Perimeter security focuses on defending a company’s 

network boundaries from external threats. It establishes a secure wall 
(the perimeter) between different networks, such as the company’s 
private intranet and the public internet. 

 Components: Perimeter security includes elements like firewalls, 
intrusion detection systems (IDS), intrusion prevention systems 
(IPS), border routers, and unified threat management (UTM) 
systems. 

 Purpose: It aims to prevent unauthorized access from external 
sources, safeguarding the network from hacking attempts, malware, 
and ransomware. 

 Updates: In 2023, perimeter security has evolved with the integration 
of AI and machine learning, the rise of Zero Trust Architecture, 
increased focus on IoT security, enhanced cloud perimeter security, 
and adherence to regulatory compliance. 

 

2. Layered Security (Defense in Depth): 
 Definition: Layered security involves multiple defense mechanisms, 

each acting as a layer to protect the network. It assumes that no single 
security measure is foolproof, so combining various layers provides 
comprehensive protection. 

 Concept: Imagine putting perimeters of security around individual 
assets within the network. Attackers must navigate through multiple 
layers to access critical assets. 

 Components: Layered security includes a combination of physical 
controls, network segmentation, encryption, access controls, 
authentication, and monitoring. 

 
Perimeter security and layered security serve different purposes and are both essential components of a robust 
cybersecurity strategy. Let’s compare them: 

1. Perimeter Security: 
 Advantages: 

STUDENT’S 
DATA & DPDP 

ACT 2023  

The data of students available in 

schools and colleges, including 

information such as their names, 

contact details, academic records, 

and other relevant details, falls 

under the category of digital 

personal data. This data is 

subject to protection under the 

Digital Personal Data 

Protection (DPDP) Act of 2023. 

The Act aims to ensure 

responsible handling, consent-

based processing, and privacy 

safeguards for such information. 

According to the Digital 

Personal Data Protection 

(DPDP) Act of 2023, educational 

institutions such as schools and 

colleges are required to appoint a 

Data Protection Officer (DPO). 

The DPO plays a crucial role in 

ensuring compliance with data 

protection regulations, 

safeguarding students’ personal 

data, and overseeing data 

handling practices within the 

institution. Their responsibilities 

include monitoring data 

processing activities, providing 

guidance on privacy matters, and 

acting as a point of contact for 

data subjects. 
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 Focused Defense: Perimeter security concentrates on securing the outer boundary of the network, preventing unauthorized 
access from external sources. 

 Simplicity: It provides a straightforward approach to protect against external threats. 
 Initial Defense: It acts as the first line of defense, filtering out potential attackers. 
 Limitations: 
 Insufficient for Internal Threats: Perimeter security alone doesn’t address threats within the network. Once an attacker 

breaches the perimeter, internal assets remain vulnerable. 
 Changing Landscape: As cyber threats evolve, perimeter defenses may become less effective. 
 Use Case: Ideal for protecting critical assets from external attacks. 

 

2. Layered Security (Defense in Depth): 
 Advantages: 
 Redundancy: If one layer fails, others provide backup. 
 Defense Depth: Multiple layers make it harder for attackers to breach all defenses. 
 Adaptability: Different layers address specific threats (e.g., encryption, access controls, monitoring). 
 Limitations: 
 Complexity: Implementing and managing multiple layers can be intricate. 
 Resource Intensive: Requires investment in various security technologies. 
 Use Case: Comprehensive protection across the entire network, including internal assets. 

Which is better? It depends on the context and organization’s needs: 

Perimeter security guards the network’s outermost boundary, while layered security creates a multi-tiered defense strategy 
by combining various protective measures. Both approaches are essential for robust cybersecurity.  

Recommendation: Layered security is generally more effective because it covers a broader spectrum of threats. However, 
organizations should tailor their security approach based on their specific risks, resources, and compliance requirements. 
Combining both perimeter security and layered security yields the best results. 
 

  

 

  

 



 

Cyber insurance for healthcare 
organizations 

 
Cyber insurance for healthcare organizations is crucial in today’s digital landscape. It 
helps protect against financial losses resulting from data breaches and cyberattacks. 
Let’s explore the key considerations and requirements: 
 
Benefits of Cyber Insurance for Healthcare:  

Financial Mitigation: Cyber insurance covers costs related to data breaches, 
including investigation expenses, notifying affected individuals, legal fees, and 
credit monitoring services. 
Emergency Services: In case of a breach, cyber insurance provides emergency 
services to minimize impact and restore normal operations. 
Risk Profile Assessment: Insurers assess an organization’s risk profile based on 
factors like cybersecurity practices, certifications (e.g., HITRUST, SOC 2), and 
encryption measures. 

 
Factors to Consider: 
Tech Hygiene: Strong tech hygiene within the organization is essential. 
Certifications: HITRUST and SOC 2 certifications demonstrate defensive capabilities 
and contribute to favorable insurance terms. 
 
Premiums and Risk Perception: 
Higher Risk Perception: Healthcare organizations, especially rural health networks and 
community hospitals, may face higher premiums due to limited IT budgets and dated 
systems. 
Personal Health Information (PHI): Larger healthcare entities with robust security 
teams also experience higher premiums because PHI is an attractive target for 
cybercriminals. 
 
Documentation and Milestones: 
HITRUST Certification: Achieving milestones like HITRUST certification positively 
impacts premiums. Share this information with insurers. 
 
Detailed Questions: Insurers now ask detailed questions about specific areas, 
including encryption and certifications, to assess risk profiles. 
 
In summary, healthcare organizations should prioritize cybersecurity measures, seek 
certifications, and collaborate with independent third parties to position themselves for 
effective cyber insurance coverage. 
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Written in an easy to understand style, this book provides 
a comprehensive overview of the physical-cyber security 
of Industrial Control Systems benefitting the computer 
science and automation engineers, students and industrial 
cyber security agencies in obtaining essential 
understanding of the ICS cyber security from concepts to 
realization. The Book 

 -> Covers ICS networks, including zone-based 
architecture and its deployment for product delivery and 
other Industrial services. 

 -> Discusses SCADA networking with required 
cryptography and secure industrial communications.  

-> Furnishes information about industrial cyber security 
standards presently used. 

 -> Explores defence-in-depth strategy of ICS from 
conceptualisation to materialisation. 

 -> Provides many real-world documented examples of 
attacks against industrial control systems and mitigation 
techniques. 

 -> Is a suitable material for Computer Science and 
Automation engineering students to learn the 

fundamentals of industrial cyber security. 
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NEED  CYBERSECURITY CONSULTANCY IN YOUR ORGANISATION? 

Intelegrid  Virtual CISO consultancy acts as your own Security Engineer 

Intelegrid ECC (P) Ltd offer personalized and managed security services, gap analysis, security 
maturity, risk and cyber vulnerability assessment, Purdue model security architecture, CIE, 

layered security with DiD and security policy development, SCADA, IT-OT segregation and 
integration, design of digital substations, IEC 61850, DNP 3, NERC CIP, IEC 62443 consulting, 

and implementation. 


